Configuring a YubiKey with a Smart Card Account

1. Pre-Installation Checklist:

® Ensure your smart card account (SC-JHEDID) is a local administrator on your workstation.
¢ Your workstation must be Windows, on the Hopkins network and joined to the WIN domain.

 Verify you have enabled “Smart cards” for resource redirection within RDP if you plan to remote
connect to workstations and servers with your YubiKey:

&% Rernote Desktop Connection >

| Remote Desktop
»¢ Connection

Local devices and resources

Choose the devices and resources on this computer that you want to
use in your remote session.

Smart cards ~

Ports
= [ Drives
[« Windows (C:)

TP Pidon MGG D ald 309 A

2. Install the YubiKey Manager

Download and install the YubiKey Manager onto your workstation.

3. Break Glass on your Smart Card Account

Login to the myIT site and break glass. Provide the reason “Configuring YubiKey” and click Break

Glass.

Your Admin Account: SC-IIIEENEEEEN

FOR INITIAL SET UP AND EMERGENCIES ONLY!
‘Reason for breaking glass '

THIS SHOULD NOT BE USED REGULARLY!

If you are having difficulty with your Smartcard requiring regular breaking of glass,
please reach out to enterpriseauth@jhmi.edu for assistance.
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https://www.yubico.com/support/download/yubikey-manager/
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4. Copy your Temporary Password

The mylT site will generate a temporary password. You will need this password later.

JOHNS HOPKINS

UNIVERSITY & MEDICINE

ﬁ Enterprise Authentication
6/1/2022 11:19 AM

Smart Card Is Now NOT Required for SC-IIllJllll Temporary Password is CarsPledLare544067

REMEMBER TO COME BACK AND REPAIR GLASS
WHEN YOU ARE DONE.

Use of the Johns Hopkins Enterprise Authentication Computer Systems

© 2022 Johns Hopkins Institutions. All rights reserved.

5. Run Command Prompt as different user

Use the Windows search box and type cmd.exe > right click the application > select Open file
location. Once you locate the application, hold down the Shift button and right click simultaneously

on the application.

Select Run as a different user.

ﬁ Command Promnt

1033 22

=2 Control Open

#n File Expli @ Move to OneDrive
#2 Run Open file location
EThis pC G Run as administrator
::1 Window Run as different user

Unpin from Start

A Sran with Windae Nefender
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6. Authenticate with your Smart Card Account

Select More choices and Use a different account. Authenticate with your smart card account and its
broken glass password from step 4.

Windows Security x

Run as different user

Please enter credentials to use for CA\WINDOWS
\system32\cmd.exe.

‘ WIN\SC-JHEDID ‘

Domain: WIN

More choices

9 Use a different account

7. Request a Smart Card Certificate

At the command prompt, type the following to enroll your smart card certificate:

2 Yubikey™
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8. Enroll your Smart Card Certificate

You will receive a certificate enrollment popup. Click Next and Enroll at the bottom of the popup to
finish.

=5l Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Cancel

al Certificate Enrollment

Request Certificates

You can request the following types of certificates, Select the certificates you want te request, and then
click Enroll.

Active Directory Enrollment Policy
JH Smartcard Logon 2 Yubikey A1) STATUS: Available Details v

Enroll Cancel
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9. Export your Smart Card Certificate

Use the Windows search box and type mmc.exe > right click the application > select Open file
location. Once you locate the application, holding down the Shift button and right click
simultaneously on the application. Select Run as a different user.

mmc.exe 1200
| mlang.dll Open

| | mlang.dat G Run as administrator

[2] MixedReali Run as different user

|%] MixedRealityCapt® #% Move to OneDrive
|%] MixedReality.Brol Ea Scan with Windows Defende
%] miutils.dll 15 Share

Select More choices and Use a different account. Authenticate with your smart card account and its

broken glass password from step 4.

Windows Security 4

Run as different user

Please enter credentials to use for CA\Windows
\System32\mmc.exe.

‘ WIN\SC—JHEDID| X ‘

‘ Password ‘

Domain: WIN

More choices

e Use a different account

Go to ‘File’ > ‘Add/Remove Snap-ins’ and add certificates for your ‘User Account’. Click OK.

Add or Rermove Snap-ins

You can select snap-ns for this console from those available on yo
extensible snap-ns, you can configure which extensions are enabl

Available snap-ins:

Snap-n Vendor 2

%Acﬁve Directory Do, Microsoft Cor...
Ep}hcﬁve Directory Site... Microsoft Cor...
: Active Directory Use... Microsoft Car...
= ActiveX Control Microsoft Cor...
%ADSI Edit Microsoft Car...
r.'_r Authorization Manager Microsoft Cor... -
E Certificate Templates  Microsoft Cor...
5 Certificates Microsoft Cor...
IlCertification Authority  Microsoft Cor...
2 Component Services Microsoft Cor...
é‘ Computer Managem... Microsoft Cor...
;.j}; Device Manager Microsoft Cor...

Thig snap4n will always manage cerificates for;

(@) My user account
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Once the certificates snap-in is loaded, locate your smart card certificate by expanding Certificates—
Current User > Personal > Certificates. Your certificate will appear in the right side window.

| Console Root
w [ Certificates - Current User
w || Personal
| Certificates
| Trusted Root Certification Authorities
| Enterprise Trust

S I T Eown

Note: If you appear to have multiple certificates, the correct one to use will have an expiration date of
exactly two years from the day you created it.

Right Click your certificate and select All Tasks. Click Export...

-~
Issued To Issued By Expiration Date  Intended Purposes
Open ins Issuing CA ESGPKIPRIT  10/30/2023 Smart Card Legon, ..
All Tasks » Open
Cut Request Certificate with New Key...
Copy Renew Certificate with MNew Key...
Bekte Advanced Operations ¥
Properties Emsri
Help

The Certificate Export Wizard will appear. Click Next.

- Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Cancel
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Verify Yes, export the private key is selected. Click Next.

€ ¢ Certificate Export Wizard

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key

(CI Mo, do not export the private key

Cancel

Ensure ‘Personal Information Exchange’, ‘include all certificates in the certification path if possible’,
and ‘Enable certificate privacy’ are selected. Click Next.

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER. encoded binary X.509 (.CER)

Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible

[pelete the private key if the export is successful

[JExport all extended properties

Enable certificate privacy

Microsoft Seriglized Certificate Store {.55T)
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Create a password (less than 8 characters) to secure the certificate file and choose AES256-SHA256

for encryption.

& ¢ Certificate Export Wizard

Security

To maintain security, you must protect the private key to a security principal or by
using a password.

[ Group or user names {recommended)

Add
Remove
Password:
L1l |
Confirm password:
| L1 11] |
Encryption:
Cancel

Save the .pfx file to an easily accessible location. Click Next and Finish to save.

X
€ ¢ Certificate Export Wizard
File to Export
Specify the name of the file you want to export
File name:
C:\Users\SC-JHEDID\Desktop \SC-IHEDID. pfy| Browse. ..
Cancel
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10. Import the Certificate to your YubiKey
Insert your YubiKey into your workstation and launch the YubiKey Manager.

o

@ Help @ About

Home  Applications  Interfaces

YubiKey 5 NFC

Firmware: 5.2.7
Serial: 12288749

@
%

Click Applications, select PIV. Click Configure Certificates.

Yubikey 5 NFC (12288749) @ Help  ® About

Home  Applications  Interfaces
PIV

PIN Management Certificates Reset

PIN, PUK

@ Configure PINs Configure Certificates 4) Reset PIV

Ensure you are on the Authentication tab (slot 9a). Click Import.

Home  Applications  Interfaces
Certificates
Authentication Digital Signature Key Management Card Authentication

Authentication (Slot 9a)

H Delete ot Export

e
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Locate your .pfx file from Step 9 and import it with the password you created when it was saved.

Please enter the password

Password *** o

At the Management Key pop-up window, select the checkbox to Use default and click OK.

Please enter the management key

Management ket\f)ﬂb._3393132333435333333 Use default

11. Create a PIN for your YubiKey
Click Applications, select PIV, and click Configure PINs under PIN Management.

YubiKey 5 NFC (12288749) @ Help @ About

y u b I CO Home  Applications  Interfaces

PIV

Home / PIV

Restore defaults

4 Reset PIV

PIN, PUK, Management Key No certificates loaded

@ Configure PINs

PIN Management Certificates ‘ Reset

Configure Certificates

Click Change PIN. Check the Use default option and create a PIN to use whenever you need to authenticate
with your YubiKey. Note: The PIN must be between 6 and 8 characters long and alphanumeric only.

y u b | CO Home  Applications Interfaces

Change PIN

[/ PIN

Current PIN 123456 Use default

New PIN eeeeesse

Confirm new PIN ®+eeesee

< Back + Change PIN
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12. Using your YubiKey
Once you have set a PIN on your YubiKey, you must unplug it from your workstation and plug it back
in. It needs to reinitialize within your Windows session.

Additionally, you must ensure your smart card account has sufficient privileges for accessing or
administrating your systems. You will need to reach out to your LAN Administrator if you are unsure
whether your smart card account has been granted sufficient privileges.

13. Managing your YubiKey
The PIV (Personal Identity Verification) section within the Applications menu allows you to manage

the smart card aspect of your YubiKey.

Home  Applications Interfaces

PIV

PIN Management Certificates Reset

@ Configure PINs Configure Certificates £ Reset PIV

The PIV section allows you to:
Reset your PIN, unlock your YubiKey, view the expiration of your certificate (Authentication Slot 9a),
import a new certificate from our CA, and reset your YubiKey back to default.

Please visit our Admin MFA Resource Center for more information about smart cards at Hopkins.
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https://livejohnshopkins.sharepoint.com/sites/Office365Hub/SitePages/MFA-for-System-Administrators.aspx

