JOHNS HOPKINS

Azure MFA (Multi-Factor Authentication)

App Enrollment

Keep your account secure

Enrolling in Notification-based Authentication

Your organization requires you to set up the following methods of proving who you are.

Notification-based Authentication is the most secure and easy to use option : :
Microsoft Authenticator

available.
Start by getting the app
N\
o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next”.
-
JOHNS HOPKINS I want to use a different authenticator app
UNIVERSITY 2 MEDICINE
B Microsoft HEDIC®jhedu m
Signin More information required
Your orgznization needs more informatior to keep
your acceunt secure
Use a different accoun: | want to set up a different method

Learn more.

1. Click “Next" — (If you prefer not to enroll in the App, click the “I want to set up a
different method” link on the below screen. This will give you the option to enroll into

e T MFA via text or call. To proceed with these instructions, Install the Microsoft

functiorality for our customers 0 access many.

it e Authenticator App from the App store or Google Play store. Both iOS (iPhone) and
Android versions function similarly.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Visit https://aka.ms/mfasetup to begin the enrollment process. Login with Microsoft Authenticator

your jhed@jh.edu and password. If you are currently un-enrolled you will

see the image above at login. Click "Next" to proceed. ... | Setup youraccount

If you are aIready enroIIed, complete authentication and then visit the e If prompted, allow notifications. Then add an account, and select "Work or school]

“Adding Additional Methods” page of this document.

| want to set up a different method

2. Click "Next" again after you have installed and opened the Microsoft
Authenticator App. Allow notifications if prompted.
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4. Select "Scan QR code” to begin scanning. Scan the QR code displayed on
your computer.

Keep your account secure Add work or
Your organization requires you to set up the following methods of proving who you are. ScanQRcode schoo' account
Microsoft Authenticator Signin

Scan the QR code
Scan QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”. “Authenticator” Would

el 5. When scanning is finished you should see
_ Notifications your JHED@jh.edu account. You may be
Notifications may include alerts, . . " "
sl s Km0 prompted to Allow Notifications. Tap “Allow".
Click "Next” on your computer as shown below

to preform the enrollment test.

g Don't Allow Allow

2:08

= Authenticator

| want to set up a different method

Johns Hopkins

3. Now, on your phone or tablet add a new account. If you are not
blumber1@jh.edu

currently enrolled you will see the welcome screen. If you are an
existing app user you can click the plus “+" icon in the top right. Select
"Work or school account”. If prompted “Allow” the
Authenticator app to send
you notification.
Keep your account secure

WHAT KIND OF ACCOUNT ARE YOU ADDING? Yout organitation fequires you 16 56t up tha folfwing methods of proving who you sre

Personal account Microsoft Authenticator

Scan the QR code

. VELIIN 1 Lo ausuunin

Other (Google, Facebook, etc.)

e, This will cannect the Misrssatt Authenticatos

want to set up a different method 6



Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

- 56
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6. Approve the notification on your phone. To approve the notification, you
must enter the displayed code on your app. Tap “Yes”

Are you trying to sign in?
Johns Hopkins
blumberi@jh.edu

Enter the number shown to sign in.

|Enter number here

No, it's not me

Yes

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v

- ~/

| want to set up a different method

7. Click "Done” to complete your enrollment. Your device should display
your login name/JHED followed by @jh.edu

2:08

= Authenticator

l—\EI Johns Hopkins
blumber1@jh.edu




